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Executive Summary

1. This report summarises the anti-money laundering and counter-terrorist financing
(AML/CFT) measures in place in the Kingdom of the Netherlands (hereafter
referred to as the Netherlands) as at the date of the on-site visit (27 October — 18
November 2021). The report includes an assessment of Bonaire, St. Eustatius and
Saba (hereafter referred to as the BES Islands) as these Caribbean islands form part
of the Netherlands. This report analyses the level of compliance with the FATF 40
Recommendations and the level of effectiveness of the AML/CFT system, and
provides recommendations on how the system could be strengthened.

Key Findings

1. Overall, the Netherlands has a good understanding of its money laundering and
terrorist financing (ML/TF) risks, as reflected in the National Risk Assessments
(NRAs), Supranational Risk Assessments (SNRAs) and other sector assessments,
policies, projects and cases. In continental Netherlands, fraud and drug related
offences account for more than 90% of all proceeds of crime and ML risk manifests
via the use of crypto currencies; trade-based services; underground banking,
including unlicensed payment services; offshore companies; and services/goods
of dealers of high-value goods. The methodology of the NRAs is generally sound
and based on a structural process to collect and evaluate qualitative inputs from
policy, supervisory, law enforcement and private sector authorities through
extensive surveys, meetings and interviews. However, inputs into the NRAs can be
strengthened by the inclusion of additional quantitative sources. A key strength of
the Dutch system lies on its robust domestic co-ordination and co-operation on
AML/CFT issues at both the policy and operational levels and it is a leader in
public-private partnership and information sharing to combat ML/TF.

2. Competent authorities use a wide range of financial intelligence sources in their
investigations, including data hubs, Financial Intelligence Unit (FIU)
disseminations, inter-agency co-operation platforms and public-private
partnerships. Law enforcement authorities (LEAs) increasingly access FIU
disseminations and request information exchange on criminal and unexplained
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wealth (iCOV) reports during their investigations into ML, TF and predicate
offences. FIU products are of high quality, timely and targeted to law enforcement
needs. Minor concerns exist on the lack of a feedback mechanism to the FIU on the
follow-up given by LEAs to its disseminations and on the number of
disseminations left unattended in the Police database; however, these issues are
largely mitigated by the close operational co-operation between LEAs and FIU-NL.

3. LEAs initiated a significant number of ML investigations at both national and
regional levels, and pursue different types of ML. The AML Strategic Programme
and thematic investigation projects are two strengths of the Dutch system. Case
studies on regional and national investigations are consistent with the ML
channels and methods identified in the NRAs. The lack of statistics on predicate
offences and on the type of ML pursued limits a comprehensive view of ML cases.
The sanctions imposed in ML cases are low, including in complex and serious
cases, and are therefore not considered dissuasive by the Assessment Team.

4. In the BES Islands, the expertise of LEAs to conduct financial investigations has
improved, and a specialised ML Prosecutor role has been created. Nevertheless,
LEAs are still reliant on the support from continental Netherlands for ML cases,
especially for complex investigations. Authorities focus mainly on the prosecution
of predicate offences, and the overall number of ML investigations and convictions
is low.

5. The Netherlands pursues confiscation as a policy and strategic objective,
supported by a solid legal and institutional framework and financial expertise.
Competent authorities regularly seek object and value confiscation. The statistics
available, even if not comprehensive, demonstrate that confiscation results are in
line with national policies and the main proceeds-generating crimes. Confiscations
in out of court settlements with legal persons account for the high majority of
collected confiscation results. Netherlands has seized cash at the borders and
initiated ML investigations, but some concerns remain in terms of the
dissuasiveness of sanctions related to the cash declaration system.

6. The Netherlands has successfully detected, investigated and prosecuted TF
generally in line with its risk profile, with a majority of cases involving the funding
of foreign terrorist fighters (FTFs). While there have been some investigations of
non-profit organisations (NPOs) possibly involved in TF, no conviction has been
achieved, which is not in line with their high risk categorisation for TF in the NRA.
Competent authorities co-operate closely on TF and terrorism investigations and
regularly discuss any possible TF signal. Furthermore, partnerships with the
private sector enable LEAs to gather additional insights into potential suspects.
However, the level of sanctions imposed is generally low, which affects
dissuasiveness. The authorities used various alternative measures when it was not
practicable to obtain a TF conviction.

7. The Netherlands implements proliferation financing (PF) and TF targeted
financial sanctions (TFS) without delay. As there is no supervision of the
implementation of TFS without delay for DNFBPs other than trust offices, the
authorities cannot determine to which extent these entities implement TFS
obligations. Supervisors are not mandated to supervise the implementation of TFS
obligations by these obliged entities and cannot impose sanctions or remedial
actions. Similar deficiencies exist in the BES Islands for DNFBPs and VASPs. The
understanding of TFS obligations is strong amongst financial institutions (FIs). TF
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domestic designations have targeted mostly FTFs, resulting in small amounts
frozen consistent with the risk profile.

8. Self-regulation is a key feature of the Dutch NPO sector. The Netherlands has
proactively and extensively engaged NPOs to raise awareness on TF risks. The
Netherlands has a robust understanding of the subset of NPOs most vulnerable to
TF risk. This understanding could be improved by a specific sectoral risk
assessment. Good faith NPOs which, by virtue of their activities, are more exposed
to TF threats are well aware of the risks and already implement mitigating
measures. However, the limited visibility on NPOs’ financial activities is an
obstacle in detecting and investigating NPOs that willingly sponsor terrorism.

9. Understanding of ML risk for FIs and virtual asset service providers (VASPs) is
generally good, and policies and procedures are in place commensurate to risks.
The same applies to trust offices, which are supervised by the Dutch Central Bank
(DNB). For other designated non-financial businesses and professions (DNFBPs),
understanding of ML risk and obligations varies and is generally more limited. The
understanding of TF risk is lower across all obliged entities.

10. Where a legal person has no beneficial owner (BO) (e.g., in the case of some
foundations and associations) or in exceptional circumstances where it is not
possible to identify the ultimate BO, Dutch legislation allows the registration of
senior managing directors as ‘pseudo’ BOs!. Some FIs and most DNFBPs struggle
to identify the ultimate BOs of legal persons that are part of complex structures or
have international components. In such circumstances, the obliged entities can fall
back too quickly on the legally permitted option to register the ‘pseudo-BOs’.

11. In some cases, FIs—including larger banks—tend to classify too many customers
as low risk without adequate justification. Obliged entities in most sectors
generally understand and implement their reporting obligations, but unusual
transaction reports (UTRs) filed in some sectors, such as lawyers and real estate,
are low.

12. The Netherlands has a strong licensing and registration framework for FIs, some
VASPs and trust offices, which consists of robust checks to ensure criminals and
their associates are prevented from operating in these sectors. However, while
underground banking, unlicensed payment services and non-regulated providers
of trust services are identified as high risk, there are insufficient resources
allocated to mitigating these risks.

13. DNB and the Dutch Authority for the Financial Markets (AFM) have a good
understanding of risk and apply a risk based approach, which is increasingly
informed by robust data analysis. Understanding of risk by DNFBP supervisors is
less developed and although some elements of a risk based approach are starting
to be applied in some sectors, supervision is generally reactive and limited due to
resource constraints. Despite two recent high profile out-of-court settlements
involving major Dutch banks, some supervisors heavily rely on informal
enforcement actions and warning letters. While informal measures can be

1 Dutch legislation allows the registration of senior managing officials as BOs. These are
sometimes referred to as ‘pseudo-BOs’. Pseudo BOs can be natural persons that belong to
the senior management staff or the company, but can also be independent directors, or
directors provided by trust offices that are senior management officials.
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effective, they can also be slower to address significant issues, including
unlicensed activity.

Most trusts cannot be established in the Netherlands (with the exception of Mutual
Funds). Although nominee directors and shareholders are not recognised
concepts in the Netherlands, they do exist in practice and are used in the
management of conduit companies, which have no real presence in the
Netherlands. Sanctions for failing to provide correct or up-to-date basic
information are rarely imposed and no cases of providing incorrect BO
information have been detected to date. At the time of the onsite, the Netherland’s
BO register was only 27% populated.

The Netherlands provides timely and constructive responses to mutual legal
assistance (MLA) and extradition requests. Responses received by the FATF global
network indicate that the provision of MLA is of high-quality, and properly
prioritised. Simplified procedures within the European Union (EU) enhance co-
operation with EU member states, which account for the vast majority of the
Netherlands’ MLA requests. The Netherlands’ international co-operation on major
international cases involving virtual assets (VA) is significant. However, pursuant
to the international co-operation feedback received, the FIU-NL should seek a
dialogue on how the quality of cross-border dissemination reports between EU
FIUs can further improve their utility by recipient FIUs from the EU.

Risks and General Situation

2.

The Netherlands is a financial centre with a large and globally interconnected
financial system. It has one of the most concentrated banking sectors in the EU, with
three Dutch banks controlling 82% of the sector’s assets. Two of these banks have
recently been part of a settlement with the office of the Public Prosecutor (OM) for
significant AML/CFT failings and culpable ML and both banks have substantial
presences abroad. The DNFBP sector includes approximately 162 TCSP providers
in 2020, which are involved in activities including providing legal persons to
manage the capital and business income of internationally operating companies,
approximately 9 000 real estate agents and approximately 3 400 notaries and 790
notary offices. Notaries are required for most real estate transactions and
incorporation of public or private limited-liability companies or the amendment of
their articles of association, the formation of foundations or associations (including
cooperatives). There is one state owned casino, approximately 4 000 dealers in
precious metals and stone, who also trade in high value items such as watches and
approximately 18 000 lawyers, although the authorities report that the majority of
these do not carry out activities in scope of Dutch AML/CFT regulations. The
Assessment Team therefore weighted most heavily the positive and negative
aspects of supervision for FIs, as opposed to the DNFBP sector.
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3. The Port of Rotterdam is the largest port in Europe and is vital for European import
and export activities. This port acts as a gateway to Europe for people and goods,
including significant volumes of illegal drugs, particularly cocaine from South
America. A socio-cultural factor that is characteristic of the Netherlands is the
culture of tolerance, in which tolerance with regard to soft? drugs has been
identified by the Government as a contributing factor for the prevalence of drug
crime and associated organised criminality.® Indeed, the Netherlands estimates that
fraud and drug-related offences account for more than 90% of all Dutch proceeds of
crime. Criminals use a variety of methods to launder their illegal proceeds, including
licensed banks, dealers in high-value goods, intermediaries, purchasing real estate,
or using companies or underground banking and unlicensed payment service
providers. Terrorism related to religious extremism presents the main TF risk, but
other terrorism threats exist, including right-wing terrorism.

Overall Level of Compliance and Effectiveness

Assessment of risk, co-ordination and policy setting (Chapter 2;10.1,R.1, 2, 33 &
34)

4. Overall, the Netherlands has a good understanding of its ML/TF risks, as reflected
in the NRAs and other sectoral assessments, policies, projects and cases. Many of
the FIs and firms met by the Assessment Team were aware of the NRA’s conclusions
but noted that the NRAs and SNRAs are high-level policy documents that do not
provide sufficient granularity on their specific sectoral risks. For example, the NRA
does not provide a detailed assessment of the risks associated with the types of legal
persons and arrangements in the Netherlands. National AML/CFT policies,
strategies and activities generally seek to address the risks identified in the NRA,
such as: risk-based thematic projects for criminal investigations; dedicated
resources to countering organised criminal groups; and requiring payment service
providers to make available all transaction data to the regulator.

5. The key strength of the Dutch system lies in its robust domestic co-ordination and
co-operation on AML/CFT issues at both the policy and operational levels. The
Netherlands is also seeking to explore and expand measures to intensify this
domestic co-ordination. The Netherlands leverages a number of platforms to
facilitate public-public, public-private and private-private partnerships to
coordinate on AML/CFT and public-public partnerships to counter proliferation
financing (CPF). There is room for improving the risk understanding, by including
more relevant information in the NRAs. Some exemptions are inconsistent with the
BES Islands’ risk profile.

2 The Opium Act sets out the rules pertaining to drugs, and defines “soft drugs” as cannabis

products (hash and marijuana), sleeping pills and sedatives. According to the government,
these drugs carry less serious risks than hard drugs (e.g., heroin, cocaine, amphetamine,
ecstasy and GHB) (see: www.government.nl/topics/drugs/difference-between-hard-and-

soft-drugs).
8 NL ML NRA 2019-2020, p. 46.
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Financial intelligence, ML investigations, prosecutions and confiscation
(Chapter 3; 10.6, 7, 8; R.1, 3, 4, 29-32)

6.

LEAs, including the Police and the Fiscal Information and Investigation Service
(FIOD), have access to a broad range of financial intelligence and information to
conduct their investigations into ML, TF and predicate offences and to trace criminal
proceeds. Parallel financial investigations are a common practice for LEAs and OM.
Datahubs such as iCOV, AMLC Suite, JustisTRACK, and the CT Infobox are a strong
feature of the Dutch data-driven investigative model. Public-private partnerships,
such as Financial Expertise Centre (FEC) including TF Task Force and the Serious
Crime Task Force and the Fintell Alliance, as well as the close operational co-
operation between FIU-NL and LEAs are additional strengths of the Dutch system
to gather financial evidence, share best practices and discuss operational activities.

FIU-NL plays a major role in the production and dissemination of financial
intelligence to LEAs, both proactively and upon request. It receives a significant
amount of information from obliged entities on subjective and objective indicators.
It has access to a large number of datasets, which allows it to enrich its analysis.
These sources are an important added-value for the analysis performed by the FIU.
FIU-NL’s analytical products are of high quality and targeted to the needs of LEAs.
In recent years, approximately 60% of FIOD investigations made use of STR
information, and half of all TF investigations were triggered by FIU-NL'’s analytical
products. The lack of comprehensive statistics on the usage of FIU disseminations
in Police investigations and on the number of disseminations left unattended in the
Police database is a minor concern, which is largely mitigated by the extensive co-
operation between FIU-NL and LEAs and the frequent use of datahubs by the Police.

The Netherlands has a solid legal and institutional framework to investigate ML
effectively. Financial specialists with the necessary expertise operate at both
national and regional levels. There is sound co-operation and co-ordination
between all competent authorities involved in ML investigations and combined
teams merging police and FIOD expertise, are often deployed for complex
investigations.

The Netherlands does not rely on the establishment of a predicate offence to
investigate and prosecute ML. The authorities detect signals to initiate ML
investigations from thematic projects involving all relevant authorities based on the
NRA results, and on the national AML programme. The authorities do not maintain
statistics on the types of ML and associated predicate offences investigated,
prosecuted and convicted. However, case studies demonstrate that the authorities
pursue a wide range of investigations, from self-laundering to complex cases,
including offshore companies, professional money launderers and VAs, and that
there is a general alignment between ML investigations and ML risks. Overall, the
low level of sentencing for ML—including in some high-profile cases presented by
the authorities—raises concerns on the dissuasiveness of the sanctions imposed for
ML. ML investigations in the BES Islands mainly focus on predicate offences. While
BES LEA expertise to conduct financial investigations has improved in recent years,
the overall number of ML investigations and convictions remains low.
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10. The Netherlands prioritises confiscation as a policy objective. Financial
investigations into criminal assets and money-flows are a standard practice in all
criminal investigations. Each LEA, as well as the OM, set annual seizure targets.
Major multi-million confiscations imposed in out of court settlements involving
legal persons account for the majority of the collected confiscation results. While
not comprehensive, the statistics show that confiscation results are generally in line
with the country’s risk profile. The authorities actively pursue the tracing of VAs
related to criminal activities as demonstrated by case studies, and the increasing
amount of VAs seized annually. The Netherlands also pursues restitution, but no
statistics are available.

Terrorist and proliferation financing (Chapter 4; 10.9, 10, 11; R. 1, 4, 5-8, 30, 31
& 39.)

11. The Netherlands has a robust framework to detect, investigate and prosecute TF.
The types of TF investigated and prosecuted are generally in line with the country’s
risks, with a majority of cases involving the funding to FTFs. However, the lack of
any TF conviction for NPOs appears not in line with their high-risk categorisation in
the TF NRA. The Netherlands also makes use of specific TF related public-public
(FEC) and public-private TF Task Force (TFTF) partnerships. The authorities are
aware of possible new emerging TF threats, such as right-wing terrorism. No TF
case has been detected in the BES Islands, which is consistent with its TF risk profile.
A CFT component is incorporated into the National Counter-Terrorism Strategy and
the National Coordinator for Counterterrorism and Security cooperates closely with
CFT authorities. The Netherlands has a good conviction rate in TF cases (70%), but
the level of sentencing imposed is generally low. The Netherlands uses alternative
measures where it is not possible to achieve a TF conviction, including alternative
criminal charges, or administrative measures such as introducing community
interventions at the local level.

12. The Netherlands implements TFS without delay, through a combination of EU and
national provisions. Any new UN designation is immediately applicable in the
Netherlands through a bridging provision, overcoming the delays with EU
transposition. The Netherlands has a mechanism in place to identify targets for
designation, and implements domestic designations pursuant to UNSCR 1373, in
line with its risks. The communication of TFS lists to obliged entities may in some
cases occur with delay. With the exception of trust offices, DNFBPs implementation
of TFS without delay is not supervised. The same deficiency applies to DNFBPs in
the BES Islands. This may impact their ability to implement TFS without delay.
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13. The Netherlands has a robust understanding of the TF risks associated with the
misuse of NPOs. Self-regulation is a key feature of the Dutch non-profit sector. The
Netherlands has no supervisory authority to monitor NPOs and relies on voluntary
certification mechanisms, such as the ANBI status and CBF seal, to promote
transparency and accountability. The authorities have undertaken extensive
outreach to the categories of good faith NPOs vulnerable to potential TF abuse. Good
faith NPOs are aware of the risk of TF abuse, and are already implementing
mitigating measures. The Assessment Team has some concerns as to whether the
existing voluntary regulatory framework would be sufficient to detect bad faith
NPOs* willingly sponsoring terrorism. The lack of supervision and transparency
obligations for certain NPOs could be a challenge in detecting organisations raising
funds without appropriate controls on the final beneficiaries or the intended use of
the funds.

14. The Dutch authorities have a good understanding of contextual elements, risks and
vulnerabilities linked to proliferation financing (PF). In particular, the authorities
are aware of the possible exposure to PF, due to the country’s position as a trade
hub and its large financial sector, even if the overall risk is considered low. There is
no supervision in place on the implementation of TFS obligations by DNFBPs other
than trust offices. The Netherlands applies the same system in relation to TF, to
implement PF TFS without delay, and the same issues relating to communication
and supervision of the implementation of TFS obligations apply. Understanding of
TFS obligations is strong in the financial sector, where DNB and AFM have provided
guidance on sanctions implementation. In the absence of any supervision, it is
unclear whether the DNFBP sector in the continental Netherlands, and DNFBPs in
the BES Islands, are implementing TFS obligations at a satisfactory level.

Preventive measures (Chapter 5; 10.4; R.9-23)

15. FIs and VASPs demonstrate a strong understanding of their ML risks and
obligations. DNFBPs have a reasonable understanding of ML risk. Understanding of
TF risk is lower in all sectors. FIs and VASPs understand their CDD obligations, but
the understanding of record-keeping requirements is varied. DNFBPs have a basic
understanding of CDD and record-keeping requirements.

16. Some obliged entities find it difficult to determine BOs of complex structures,
especially if these structures have international components. In these cases, obliged
entities fall back on the legal option to identify pseudo BOs. Some DNFBPs rely on
self-certification to identify BOs. However, they have limited options to verify this
information and are unable to use the BO register as a source of information, given
it is only partially populated. Implementation of EDD measures is generally
comprehensive by Fls and VASPs. DNFBPs generally understand EDD obligations,
but it is unclear how well these measures are applied in practice. Although most
obliged entities were able to explain their obligations in relation to TFS, it was not
clear if the DNFBPs implement TFS without delay, with the exception of trust offices,
as most DNFBP supervisors do not review this as part of their supervision (see also
10.3).

4 NPOs that deliberately give up tax advantages to avoid any transparency and

accountability requirements linked to the voluntary certification systems, such as the ANBI
status or CBF seal.
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17. While obliged entities met by the Assessment Team generally understand and
adequately implement their reporting obligations, it is not clear that this applies
equally across all firms and sectors. For example, UTRs filed by some sectors, such
as lawyers and real estate are low. Moreover, the overall quality of UTRs is unclear
as there is little feedback provided by FIU-NL, other than to larger credit institutions
(see also 10.6). Notaries are not able to submit UTRs until a business relationship
has been established, which is inconsistent with other sectors and noted as a
deficiency by the Assessment Team.

Supervision (Chapter 6; 10.3; R.14, R.26-28, 34, 35)

18. In the financial sector, there are strong systems in place to assess the fitness and
propriety of persons performing regulated activities. Many DNFBPs are not subject
to licencing and registration, and where they are, it is often limited to professional
body registration (e.g., Bar Association) and not fitness and propriety. The lack of
access to BO information for most supervisors is a weakness. DNB and AFM have a
strong understanding of sectoral risks and a robust risk model for categorising the
risks of individual firms. Most DNFBP supervisors understand their sectoral risks.
At the time of the onsite, some DNFBP supervisors were developing measures to
improve risk understanding and help embed a risk-based approach to supervision.

19. DNBand AFM use a range of supervisory tools, including on and offsite supervision.
DNB is harnessing data to deliver supervision more efficiently and this helped it
respond to the challenges of the COVID-19 global pandemic. DNFBP supervisors use
thematic investigations to some extent to address emerging issues. However, the
frequency, scope and intensity of AML/CFT supervision and monitoring for DNFBPs
is impacted by a lack of resources.

20. The recent high profile fines against two of the largest FlIs in the Netherlands has
had a significant impact on the prioritisation of AML/CFT compliance across the
banking sector in particular. This has also had positive cascading effects in other
sectors. While this is a noteworthy development, the duration of these AML/CFT
failings suggests that previous actions were not sufficiently proportionate or
dissuasive to change the culture within these large organisations and address long-
term systemic AML/CFT failings. Some supervisors rely heavily on informal
measures, such as warning notices, and do not use the full range of sanctions
available to them in a consistent and proportionate way. A strength of the system is
that in most cases remedial action plans are put in place and monitored by the
regulators to ensure that issues have been addressed. The NRA highlights
underground banking, unlicensed payment services and non-regulated providers of
trust services as high risk for ML. However, the authorities do not currently allocate
appropriate levels of resources to address these risks.

Transparency and beneficial ownership (Chapter 7; 10.5; R.24, 25)

21. The Netherlands has launched various initiatives aimed at identifying and assessing
ML/TF risks of legal persons, but these do not provide a clear and coherent
overview of these risks. Most trusts cannot be established in the Netherlands (with
the exception of Mutual Funds). However, the Netherlands recognises foreign trusts
and acknowledges there are a number in operation. The Dutch authorities do
maintain information on foreign trusts holding real estate in the Netherlands.
Supervision of TCSP also provides the authorities with some understanding of the
types of investments the foreign legal trusts are engaged in.
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All legal persons and other legal entities need to register basic information with the
Chamber of Commerce (CoC) and most must also register BO information in the BO
register. This information is publicly available, but currently the BO register is
approximately 27% populated. The Netherlands mainly relies on FIs and DNFBPs
to act as gatekeepers in order to mitigate the misuse of legal persons and
arrangements for ML/TF. This is particularly important for notaries who play a key
role in real estate transactions and company formation, and for the trust sector that
service a large percentage of conduit companies for customers located in different
jurisdictions seeking financial, tax, legal or other benefits.> While conduit companies
are generally set up for legitimate financial tax or legal benefits, their international
nature and often complex ownership structure makes it difficult to identify the
ultimate BO, leading many obliged entities to settle for pseudo BOs (i.e., senior
managing officials). This risk is intensified by the fact that 15% of trust services
provided to conduit companies are offered by entities that have restructured their
business models to circumvent stricter regulation (so-called “illegal trust offices”).
The Dutch authorities recognise this problem, but are still struggling to identify
solutions to address it, despite strengthening regulations in this area in 2018.

International co-operation (Chapter 8; 10.2; R.36-40)

23.

24,

25.

In general, the Netherlands makes and responds to requests for international co-
operation, aided by a broad range of international instruments, treaties and the use
of Memorandum of Understandings (MoUs) which guarantee that legal and non-
legal assistance is sought and provided to the fullest extent possible, and in line with
risks. The centralisation of incoming/outgoing legal requests ensures that requests
are tracked, prioritised and executed in a timely and coordinated manner. These
legal requests are delivering results as evidenced through the numerous ML/TF
case studies provided. Furthermore, feedback from the FATF global network on the
Netherlands’ provision of MLA was generally positive.

Informal co-operation is facilitated through extensive networks of international
Liaison Officers posted to jurisdictions based on risk. In particular, proactive
assistance with EU member states is facilitated by a wide range of regional co-
operation tools and information-sharing gateways, which streamline and expedite
the process. This is an important feature as the majority of the Netherlands’
international co-operation is with other EU member states. FIU-NL actively
cooperates at operational and strategic levels with a wide range of FIUs through the
Egmont Group. Co-operation with European FIUs is robust with exchanges also
occurring via the FIU.net.

In relation to FIU exchanges of cross-border dissemination reports, feedback from
EU member states indicates that FIU-NL disseminations are numerous and that this
type of disseminations can benefit from more context.

5

The term “conduit company” does not refer to the strictlegal definition of conduit company
in the Wtt 2018, but to companies with features that are typical for a conduit company.
The relevant factors are whether a company has international structures, conducts
transactions with related parties, has little or no real presence in the Netherlands, and has
tax, financial or legal motives and/or substantial international money flows or balance
sheet positions.
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Priority Actions

1. The Netherlands should require all categories of DNFBPs and FIs, to take adequate
measures to implement TFS without delay and to report frozen assets and ensure
the implementation of TFS is supervised.

2. The Netherlands should take appropriate steps to ensure obliged entities,
particularly notaries, take all reasonable measures to obtain and hold BO
information and refuse their services when the ownership structure of their
clients is so complex or opaque that they pose a genuine ML/TF risk.

3. Supervisory authorities should continue to make full use of the powers available
and rely less on informal measures when significant AML/CFT violations are
identified. All DNFBP supervisors should ensure they have appropriate
enforcement policies so there is clarity when specific interventions should be
applied.

4. The Netherlands should increase supervisory resources to improve risk-based
supervision with varying levels of intensity. Resources should also be enhanced to
tackle unlicensed activity, including underground banking and the provision of
illegal trust services.

5. The Netherlands should enhance efforts to ensure the BO register is populated
with accurate information on the BOs of legal persons active in the Netherlands
and ensure that ‘pseudo’ BOs are only used in limited circumstances and not as an
alternative to carrying out checks to identify ultimate BOs.

6. The Netherlands should further develop its understanding of the risks of conduit
companies and take mitigating measures to reduce these risks. The Netherlands
should also develop an understanding of the activities of foreign trusts operating
within the jurisdiction and consider measures to mitigate risks in relation to high
risk activities, such as real estate transactions.

7. The Netherlands should review the ML sentencing regime for natural and legal
persons to ensure the penalties applied are sufficiently dissuasive and develop
specific ML orientation points, including factors to consider when determining the
penalty, based on the gravity of the offence. The OM should ensure that a larger
and wider range of penalties is demanded in practice.

8. The Dutch authorities should amend BES legislation to address some technical
deficiencies noted in the TC Annex. Moreover, BES LEAs should prioritise the
investigation and prosecution of ML cases, in line with the risks and pursue stand-
alone ML investigations.
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Effectiveness & Technical Compliance Ratings

Table 1. Effectiveness Ratings

10.1 - Risk, 10.2 10.3 - 10.4 - Preventive 10.5 - Legal 10.6 - Financial
policy and co- International co- Supervision INEENIEES persons and intelligence
ordination operation arrangements
Substantial High Moderate Moderate Moderate High
10.7 -ML 10.8 - 10.9-1F 10.10-TF 10.11 - PF
investigation & Confiscation investigation & preventive measures  financial sanctions
prosecution prosecution & financial sanctions
Substantial Substantial Substantial Substantial Moderate
Note: Effectiveness ratings can be either High- HE, Substantial- SE, Moderate- ME, or Low - LE, level of
effectiveness.

Table 2. Technical Compliance Ratings

R.1 - assessing risk ~ R.2 - national co- R.5 - terrorist R.6 - targeted
& applying risk-based operation and co- financing offence financial sanctions —
approach ordination terrorism & terrorist
financing
LC C LC LC
R.7- targeted R.8 -non-profit
financial sanctions -  organisations
proliferation
LC LC LC
PC C LC
R.24 -
Transparency & BO of
legal persons
LC C LC

R.25 - Transparency
& BO of legal
arrangements

LC LC C
R.36 - International
instruments

LC LC LC LC LC LC

R.37 —Mutual legal  R.38 — Mutual legal R.39 - Extradition ~ R.40 — Other forms

assistance assistance: freezing of international co-
and confiscation operation
C LC LC LC

Note: Technical compliance ratings can be either a C - compliant, LC - largely compliant, PC - partially
compliant or NC - non compliant
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MUTUAL EVALUATION REPORT OF THE NETHERLANDS

Preface

This report summarises the AML/CFT measures in place as at the date of the on-site
visit. It analyses the level of compliance with the FATF 40 Recommendations and the
level of effectiveness of the AML/CFT system, and recommends how the system could
be strengthened.

This evaluation was based on the 2012 FATF Recommendations, and was prepared
using the 2013 Methodology. The evaluation was based on information provided by
the country, and information obtained by the evaluation team during its on-site visit
to the country from 27 October to 18 November 2021.

The evaluation was conducted by an Assessment Team consisting of:

e Ms. Ohood AL BALUSH]I, Central Bank of Oman, Oman (financial expert)
e Mr. Ichiyo OSAKI, Ministry of Finance, Japan (financial expert)

e Mr. Dieter PETRACS, Federal Ministry of the Interior, Austria (law
enforcement expert)

e Ms. Cristina Schwansee ROMANO, Federal Public Prosecution Service, Brazil
(legal/law enforcement expert)

e Mr. Werner VAN NOPPEN, Finance Ministry, Belgium (financial and sanctions
expert)

e Mr. Shingo Yu-ho LAI, Hong Kong Police Force, Hong Kong, China (law
enforcement and FIU expert)

The assessment process was managed by Ms. Kristen ALMA, Secretariat Team Lead,
Mr. Ben ALDERSEY and Ms. Gaia MANSELLI, Policy Analysts, all FATF Secretariat. The
report was reviewed by Mr. Juan Cruz PONCE (GAFILAT Secretariat); Ms. Shengnan
YAN (China); and Mr. Carmine CARRELLA (Italy).

The Netherlands previously underwent a FATF Mutual Evaluation in 2011, conducted
according to the 2004 FATF Methodology. The 2011 evaluation and 2013 and 2014
follow-up reports are published and available at  www.fatf-
gafi.org/publications/mutualevaluations/documents/mutualevaluationreportofthe
netherlands.html.

That 2011 Mutual Evaluation concluded that the country was compliant with seven
Recommendations; largely compliant with 20; and partially compliant with 22. The
Netherlands was rated compliant or largely compliant with nine of the 16 Core and
Key Recommendations.

In February 2014, the FATF recognised that the Netherlands made significant
progress in addressing the deficiencies identified in the 2011 Mutual Evaluation
Report and should be removed from the regular follow-up process. At that time, the
Netherlands received re-ratings on all Core and Key Recommendations rated partially
compliant in its 2011 MER.
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Chapter 1. ML/TF RISKS AND CONTEXT

26. The Kingdom of the Netherlands is a parliamentary democratic constitutional
monarchy consisting of continental Netherlands in Northwest Europe, three self-
governing islands in the Caribbean (Aruba, Curagao and Sint Maarten), and three
smaller Caribbean islands, Bonaire, St. Eustatius and Saba (the BES Islands). Since
2010, the BES Islands are defined as public bodies (Dutch municipalities) of the
Netherlands. Before this constitutional change, the BES islands formed part of the
former Netherlands’ Antilles. The self-governing Caribbean islands (Aruba, Curacao
and Sint Maarten) are subject to separate Mutual Evaluations by the Caribbean
Financial Action Task Force and not considered as part of this MER. The BES Islands
(Bonaire, St. Eustatius and Saba) are for the first time assessed and included in the
Netherlands MER. Henceforth, the report will indicate specifically when the analysis
refers to the BES Islands, whereas references to the Netherlands will imply
continental Netherlands in Europe.

27. Continental Netherlands, with a population of 17.5 million, is bordered to the west
and north by the North Sea, which separate it from the United Kingdom (UK),
Denmark and Norway. It has land borders with Belgium and Germany. The BES
Islands—with a population of 25 987 inhabitants in 2020 and a total surface area of
322 km?—are situated in the Caribbean Sea.

28. The Netherlands is a founding member of the EU, and since 2002 its monetary unit
is the euro (EUR). The BES Islands are not part of the EU and adopted the US dollar
(USD) as its monetary unit. The Netherlands is the 17t largest economy in the
world, with a GDP of EUR 810 billion in 2020, and the sixth largest economy in the
EU.6 The GDP of the BES was approximately USD 720 million in 2019, with tourism
and salt mining as the main sources of income.

29. The Netherlands is a financial centre with a large and globally interconnected
financial system. It has one of the most concentrated banking sectors in the EU, with
three Dutch banks controlling 82% of the sector’s assets. The financial sector is
dominated by a small number of large national banks undertaking a wide range of
activities (including one systemically important bank). The banking system
comprises half the financial sector in terms of asset size.

ML/TF Risks and Scoping of Higher Risk Issues

Overview of ML/TF Risks

30. The Netherlands’ first NRA7 was published in 2017, and a second published in 2020.
The first NRA for the BES Islands was published in 2018, and a second published in
2021. In a separate study regarding the nature and scope on criminal expenditure
in 2018, it was estimated that the volume of money laundered in continental
Netherlands in 2014 was EUR 16 billion.

6 World Bank, https://databank.worldbank.org/data/download /GDP.pdf, 2020.
" Separate NRAs were produced for ML and TF. These are referred to collectively.
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31. In continental Netherlands, fraud® and drug related offences (including the
production and sale of synthetic drugs) are considered major predicate offences,
accounting for more than 90% of all proceeds of crime.® Domestic and international
cases indicate that the proceeds of drug trafficking is often laundered through
physical cash, often via the Port of Rotterdam and Schiphol Airport.’® A socio-
cultural factor that is characteristic of the Netherlands is the culture of tolerance, in
which tolerance with regard to soft drugs are contributing factors for the prevalence
of drug crime and associated organised criminality.

32. Theft, embezzlement, burglary and forgery are also common predicate offences.
However, these account for significantly lower ML proceeds compared to fraud and
drug-related offences. Criminals use a variety of methods to launder their proceeds,
including licensed banks, dealers in high-value goods, intermediaries, purchasing
real estate, or using companies or underground banking and unlicensed payment
service providers.

33. The use of cash is relatively lower in the Netherlands than the rest of Europe. For
example, in 2018, 37% of all purchases made by Dutch consumers were made in
cash, while 63% was paid using a debit card.'! However, as noted above, illicit
proceeds related to drug trafficking is laundered using cash, and therefore remains
a risk. The BES Islands have, to a large extent, a cash-based economy, which
contributes to its ML risk profile.

ML through the financial system and shadow banking

34. As noted above, the Dutch banking sector is highly concentrated with three Dutch
banks controlling most of the sector’s assets. Two of these banks were recently
subject to criminal investigations and significant out of court settlements for
serious, systemic and long-term AML/CFT violations. Two of these institutions have
substantial presences abroad. During the onsite visit, a third Dutch bank announced
it was under-going a “punitive enforcement procedure”, but it was unclear at that
time if this procedure would result in a fine. As a result, the Assessment Team
closely examined the contributing factors to these failings and the effectiveness of
mitigation/remedial measures.

8 Fraud is a catch-all term covering many different forms of fraud, including tax fraud, social

fraud and identity fraud.
9 NL ML NRA 2019-20, p.44 (English version).
10 For example, see www.eurojust.europa.eu/french-and-dutch-authorities-take-down-
drug-trafficking-network-eurojust-support and
www.dutchnews.nl/news/2020/05 /police-find-e12-5m-in-cash-stashed-in-a-house-in-
eindhoven/, NL ML NRA 2019-20, pp. 12, 18, 42.
Joint study by the Dutch Payments Association and De Nederlandsche Bank, see
www.dnb.nl/actueel /algemeen-nieuws/oude-bulletins/dnbulletin-2019 /dalende-trend-
cash-zet-verder-door/. During the COVID-19 pandemic, cash payments dropped further to
13% of all payments, see www.dnb.nl/en/actueel/news-sector/sector-news-

2021 /payment-behaviour-during-the-pandemic/.

11
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35. The NRA identifies Virtual Assets (VAs) as high risk for ML and TF in the
Netherlands, given their relative anonymity. There is also evidence of criminal
networks being increasingly active online (e.g, distributing drugs via the
“darkweb”) and using VAs in their illegal activities.’?> Furthermore, not all Virtual
Asset Service Providers (VASPs) activities defined in the FATF recommendation are
regulated in the Netherlands.

36. The Netherlands also identifies ML and TF by shadow banking—including the use
of unlicensed payment service providers (PSPs) or intermediaries—as high risk.
The Assessment Team therefore focussed on measures to address shadow banking,
including hawala and unlicensed PSPs.

Offshore companies, legal entities and trust offices

37. The Netherlands has one of the highest global levels of incoming and outgoing
foreign direct investment, including share capital and lending. At the end of 2018,
Statistics Netherlands reported that the majority of incoming foreign investments
was immediately channelled abroad via conduit companies. There are an estimated
12 000 conduit®® companies in the Netherlands, with a balance sheet total of EUR 4
500 billion (550% of Dutch GDP).%* Often the financial management and company’s
operations are located in a different jurisdiction and non-residents directly or
indirectly participate or exert influence via share capital, including through trust
offices. It is estimated that approximately 90% of conduit companies do not have
their own staff in the Netherlands. A number of these entities are also used as
holding companies with links to countries and regions with high levels of
corruption®® and can be used to channel money to offshore anonymous companies
in jurisdictions with weak AML/CFT regimes. Complex structures with limited
presence in the Netherlands can be used to disguise illicit funds and integrate them
into the financial system due to the difficulties for gatekeepers in understanding the
origin of assets and BOs. Conduit companies can also be created to facilitate tax
evasion although various measures have been taken by the authorities to address
tax base erosion and profit shifting to counter conduit companies and promote
transparency and integrity. The Netherlands notes that unlicensed trust offices, in
particular, are associated with ML risks related to offshore companies.'®

Trade-based Money Laundering

38. The NRA identifies trade-based ML (goods and services) as a significant ML risk and
there are cases where ML has been detected (e.g., in the context of a case of export
of foodstuff to West Africa).!” Accordingly, the Assessment Team considered efforts
to detect and trace trade-based ML, including false invoicing and transactions.

12 NL ML and TF NRAs 2019-20.

13 The term conduit company used in this text is not a definition used in applicable Dutch
legal instruments, but one that is used for statistical purposes.

Government of the Netherlands, The road to acceptable conduit companies (2021).

See: Corruption in the Great Lakes Region and Possible Ties to the Dutch Financial System

(2020)
16 NL ML NRA 2019-20, p.60.

17 ML NRA 2019-20.
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Real estate and DPMS

39. Transactions involving high value goods and real estate are also identified as high
risk in the NRAs. Several cases indicate ML through purchasing high value goods
and property, often through intermediaries.'® Therefore, the Assessment Team
considered the role of intermediaries including notaries and other legal
professionals, DPMS, real-estate agents and FlIs in undertaking adequate due
diligence on higher risk transactions, the ability of law enforcement to obtain
property ownership information and seize and confiscate assets.

Terrorist financing

40. The number of terrorist incidents in the Netherlands is low. Terrorism related to
religious extremism (e.g., ISIL and other UN designated groups) presents the main
TF risk in the Netherlands, but other terrorism threats exist, including right wing
terrorism.'® The TF NRA considers that terrorism in the Netherlands is largely self-
funded through legal and illegal means, and is primarily used to finance family
members in conflict zones. The highest TF risks were associated with the:

e acquisition and/or financing via foundations or other legal entities
(charitable, religious, educational) established in the Netherlands and
abroad,

e acquisition of and/or financing with legally obtained personal funds, and

e re-location via underground banking, including via unlicensed payment
service providers.

BES Islands

41. The 2021 NRA for the BES Islands identifies the following ML risks: real-estate; use
of physical cash; the formal and shadow banking sector (i.e., illegal money transfer
businesses); falsification of company turnover and loan back constructions; misuse
of front companies and misuse of legal arrangements; physical movements of cash
(i.e., cash smuggling). The NRA also notes that due to the size of the islands,
customers often know service providers personally, which may lead to a reluctance
to apply stringent CDD measures or report unusual transactions to FIU-NL. The NRA
notes that Bonaire is a transit point for drugs to Europe from Latin America, and the
BES Islands can be used as transit and final destinations for human trafficking.

Areas of lower ML and TF risks and focus

42. The Transparency International Corruption Perception Index identifies the
Netherlands as having relatively low levels of domestic corruption.20 Therefore, the
Assessment Team de-prioritised the laundering of illicit proceeds from domestic
corruption.

18 ML NRA 2019-20, p. 52 (English version).

19 NL Terrorism Threat Assessment, April 2021, https://english.nctv.nl/topics/terrorist-
threat-assessment-netherlands/documents/publications/2021/04 /26 /terrorist-threat-
assessment-for-the-netherlands-54.

20 Transparency International, Corruption Perceptions Index,
www.transparency.org/en/cpi/2020/index/nld, 2020.
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43. Concerning TF, the Dutch authorities noted in the BES NRAs that there are no
indications of the existence of threats relating to terrorism or TF in the BES Islands.
The risk and materiality of the various sectors in the BES Islands were also weighted
accordingly throughout the MER.

Materiality

44. The Netherlands is the 17t largest economy in the world, with a GDP of EUR 810
billion in 2020, and the sixth largest economy in the EU.2! The GDP of the BES was
approximately USD 720 million in 2019. The Netherlands is the fifth largest
exporter of goods in the world (after China, US, Germany and Japan) and the sixth
largest exporter of commercial services. Currently, almost two-thirds of the
economy is based on foreign trade, primarily with Germany, Belgium, UK and
France.

45. The financial sector is dominated by a small number of large national banks
undertaking a wide range of activities. The banking system comprises half the
financial sector, in terms of asset size.

46. During the financial crisis, the government bailed out a limited number of banks and
remains part owner of one bank and full owner of another bank. The pension system
is ranked first globally by share of GDP and the insurance sector has consolidated
assets amounting to around 140% of GDP. The financial sector contributes 7% to
the overall GDP.

Structural Elements

47. The Netherlands has all of the key structural elements required for an effective
AML/CFT system, including political and institutional stability, a high-level
commitment to address AML/CFT issues across various parts of government,
governmental accountability, rule of law, and a professional and independent
judiciary.

Background and Other Contextual Factors

48. In 2017, the World Bank reported that 100% of the adult population in the
Netherlands held a bank account.?? In 2020, migrant remittance outflows and
inflows totalled just over EUR 13.9 billion and EUR 2.5 billion respectively.?

AML/CFT strategy

49. The government launched a ML Action Plan in June 2019, which is comprised of
three main pillars, and includes initiatives such as enhancing transparency of legal
persons and arrangements, a prohibition on cash transactions over EUR 3 000 for
dealers in goods, regulation of VAs, strengthening the AML/CFT framework in the
BES Islands; increasing effectiveness of supervision, and strengthening
investigation, prosecution and the confiscation of criminal assets. This Plan is
supported by a series of programmes, such as the confiscation of criminal assets
initiative, and increased financial support for FIOD, the Anti Money Laundering
Centre (AMLC).

21 World Bank, https://databank.worldbank.org/data/download /GDP.pdf, 2020
22 World Bank, Global Findex Database, 2017.

23 World Bank, Migration and Remittances Data (worldbank.org)
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50.

51.

CHAPTER 1. ML/TF RISKS AND CONTEXT

In September 2020, the Minister of Finance and the Minister of Justice and Security
issued a TF Policy Statement 2020 to the Parliament in response to the TF NRA
2019. This Statement refers to existing measures taken to mitigate risks related to
TF via foundations or other legal forms, to TF using underground and hawala
banking, and the movement of cash and TF via VAs.

Regarding CPF, in 2020, the Netherlands conducted an initial risk assessment, the
“Proliferation Financing Policy Monitor”. The authorities consider the threat of PF
sanction evasion to be insignificant due to the limited financial flows with Iran and
DPRK, and the implementation of PF sanctions at the EU and Dutch levels.

Legal & institutional framework

52.

AML/CFT policies and activities in the Netherlands are characterised by strong co-
operation between competent authorities, as well as with the private sector. The
Minister of Finance shares responsibility for the AML/CFT policy with the Minister
of Justice and Security. The primary authorities responsible for AML/CFT are
outlined below:

e The Ministry of Finance coordinates the prevention of ML, TF, and PF and
ensures the implementation of the laws relevant for the proper operation
of the financial markets. The Ministry also oversees the AML/CFT
supervisors for the financial markets and some DNFBPs.

e The Ministry of Justice and Security is responsible for legislation related
to civil, administrative and criminal laws and procedures. The Ministry is
also responsible for the Police, OM, and FIU-NL, as well as some DNFBP
SUpervisors.

e The National Coordinator for Counterterrorism and Security (NCTV)
falls under the responsibility of the Minister of Justice and Security and is
responsible for policy development, analysis of intelligence and other
information as well as co-ordination of counter-terrorism measures.

e The Ministry of Foreign Affairs (MFA) coordinates and carries out Dutch
foreign policy, including the implementation of UN and EU sanctions.

e The Chamber of Commerce (CoC) falls within the Ministry of Economic
Affairs and Climate and maintains the commercial register, including a BO
Register.

e The Netherlands Police (Police) is the national police force comprised of
ten regional units, and a Central Unit. All regional units feature a financial
investigation team on AML/CFT and teams specialising in terrorism
(including TF). The BES Islands have their own Dutch Caribbean Police
Force (KPCN), which can be supported in large investigations by the
Netherlands Police and the police from Aruba, Curacao and Sint Maarten.
The Detective Co-operation Team (RST) is a partnership of police forces
from all jurisdictions within the Kingdom, in charge of serious cross-
border offences across the Netherlands, Aruba, Curacao, Sint Maarten and
the BES.

e The Financial Intelligence Unit (FIU-NL) is located within the
Netherlands Police, and is operationally independent and autonomous.
FIU-NL is the national centre for receiving, analysing, and declaring
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suspicious transaction reports, which are disseminated to LEAs. The FIU-
NL is also responsible for the BES Islands, where it has stationed an officer.

e The Public Prosecution Service (OM) independently decides whether to
prosecute a case and on how to deal with certain categories of crimes
without going to court. The OM ensures that criminal offences, including
ML and TF are detected and prosecuted and cooperates with the
Netherlands Police and other investigation services, such as the Fiscal
Intelligence and Investigation Service (FIOD). The OM BES operates in the
BES Islands and forms part of OMCarib (which includes Curagao and Sint
Maarten). OM BES also has one specialised prosecutor for ML
investigations.

e The Fiscal Information and Investigation Service (FIOD) falls under
the responsibility of the Ministry of Finance and is responsible for
investigating fiscal and financial crimes, including ML and TF.

e The Tax and Customs Administration is part of the Ministry of Finance
and, inter alia, is responsible for supervising the transit of goods and
currencies and has AML/CFT as one of its key tasks. The Caribbean
Netherlands Tax and Customs Administration (BCN) is responsible for the
BES Islands.

e The Royal Netherlands Marechaussee (KMar) falls under the Ministry
of Defence and is responsible for both national and Schengen border
control, participates in Cost Guard Agency Frontex and investigates
migration and border related crimes in co-operation with Customs and
FIOD.

e De Nederlandsche Bank (DNB) is the independent Dutch central bank
and acts as the prudential supervisor for the financial sector and AML/CFT
and Sanctions Act supervisor for banks, pension funds, insurers, payment
institutions, foreign exchange offices, electronic money institutions,
virtual asset service providers (since 2020), and trust offices. In addition,
DNB supervises the institutions that mainly engage in the performance of
one or more activities listed under points 2, 3, 5, 6, 9, 10, 12 and 14 of
Annex of the Capital Requirement Directive. For example granting loans,
factoring, financing of commercial transactions, custody and management
of securities and safe custody services. On the BES Islands, DNB is the
AML/CFT and Sanctions Act supervisor for the same categories of
institutions. In addition, DNB is the AML/CFT and Sanctions Act
supervisor for casinos on the BES.

e The Dutch Authority for the Financial Markets (AFM) is responsible for
supervising AML/CFT compliance by (managers of) alternative
investment funds, (managers of) undertakings for collective investment in
transferable securities, investment firms and financial service providers
providing intermediary services in life insurance contracts. In regard to
the Sanctions Act, the AFM supervises the compliance by the managers of
alternative investment funds and undertakings for collective investment
in transferable securities as well as investment firms. In the BES Islands,
AFM is the supervisor for AML/CFT compliance and compliance with the
Sanctions Act for all of the above categories of institutions.
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53. The main public-public and public-private co-operation bodies are summarised in

the below table:

Table 1.1. Primary domestic co-operation bodies (including public-private

partnerships)

Name

Public-Public or
Public-Private

Description

Financial Expertise Centre (FEC)

Anti-Money Laundering Centre
(AMLC)

Steering Team Money Laundering
Steering Team on Supervision

The Regional Information and
Expertise Centres (RIECs) and the
National Information and Expertise
Centre (LIEC)

The Obliged Entities Committee

AML/CFT Supervisors Committee

TF Platform

Asset Freezing Committee

Carré Consultations
Sanctions Act Consultation Meeting

Sanctions Expert Pool and
International Sanctions Network

Fintell Alliance

Both

Both

Public-Public
Public-Public

Public-Public

Public-Private

Public-Public

Public-Private

Public-Public

Public-Public

Public-Public

Public-Private

Public-Private

Permanent AML/CFT body for supervisory, investigative and enforcement
agencies. FEC Structural programs involving public-public and public-private also
exist, on TF as well as serious crimes.

Is a platform where all parties, both public and private, involved in AML share their
knowledge and experience and work together on operational matters.

Assesses whether LEA signals qualify for ML investigation.

Makes una via?* decisions, in close co-operation with DNB and AFM, on cases
involving punitive enforcement measures.

Work at a regional level to link up the information, expertise, and powers of
government bodies, including the municipal authorities, the provincial authorities,
and various LEAs on organised crimes including ML investigations.

Coordinating partnership to discuss (proposed) legislation and policy plans related
to UTRs.

The six AML/CFT supervisors (and MoF, MoJ&S and FIU-NL) frequently meet to
discuss cases and case law and consult one another to achieve AML/ICFT
supervisory convergence.

Initiative of the Dutch Banking Association and FIU-NL to share knowledge of
themes, phenomena and typologies with the four Dutch major banks.

The consultations address both the implementation of TFS and the placement of
suspected terrorists and terrorist organisations on the National Terrorism
Sanctions List.

Headed by MoFA to discuss export controls to prevent the proliferation of weapons
of mass destruction (including sanctions evasion).

Discusses the legal aspects of implementing sanctions and sanction Acts with
multiple government organisations

Sanctions Expert Pool organised by the Dutch Banking Association, is a forum for
banks and DNB to discuss the execution of sanction measures and to share best
practices. MoF facilitates a similar meeting of all non-bank Fls (the International
Sanctions Network).

A public-private partnership with four major banks to exchange financial
intelligence and knowledge to improve the efficiency and efficacy of UTRs.

Financial sector, DNFBPs and VASPs

54. This section provides general information about the size and composition of the FI
and DNFBP sectors in the Netherlands. FIs and DNFBPs are not of equal importance
given their role and size, and their different levels of exposure to ML and TF risks.
The level of risk also varies greatly between individual FIs and DNFBPs within the
same sector. The Assessment Team ranked the sectors based on the relative
importance, materiality and the level of risk. These rankings have been used to
weight positive and negative implementation issues throughout the report, as a
basis for conclusions.

2 Whereby it is impossible to impose both criminal and civil/administrative sanctions for
the same offence.
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Overview of Financial Sector

55. Banking sector: is weighted as the most important in the Dutch context, reflecting
the size of the sector, and its exposure to ML/TF risks, and the recent significant and
long-term AML/CFT violations identified. At the end of September 2021, 84 banks
or branches of banks from Member States or third countries were active in the
Netherlands. The total balance sheet of all banks amounted to EUR 2 780 billion in
Q3 2021, with three banks holding more than 80% of the balance.

56. MVTS: is weighted as important in the Dutch context, reflecting the diversity of the
population, not only in size and transaction volume, but also in services, channels
and geographical activity, all of which expose it to ML/TF threat. The sector includes
mobile and internet-based payment systems, digital wallets, electronic money,
money transfer offices (MTOs) and alternative banking platforms. This sector
continues to grow, both in number of institutions and transaction size. For example,
in 2019, the market for licensed payment institutions and electronic money
institutions grew by almost 50%. There are also a number of underground payment
service providers in the Netherlands. With the passage of the EU Payment Service
Directive, the number of locations where a money transfer can be carried out in the
Netherlands has increased to more than 900 locations, including approximately 818
agents operating on behalf of foreign MVTS providers.

57. VASPs: is also weighted as important in the Dutch context. The NRAs identify VAs
as high risk for ML and TF. Not all VASPs activities defined in the FATF Standards
are currently regulated in the Netherlands. As of 18 November 2021, 65 VASPs have
applied for mandatory registration to operate in the Netherlands, 25 VASPs have
been registered by DNB and nine applications are being processed (including two
expansions).25

58. Asset Management: is weighted as moderately important in the Netherlands. This
is the second largest asset management sector in Europe and includes the broader
securities sector and investment management activities such as managing
alternative investment funds, managing of undertakings for collective investment
in transferable securities (UCITS). In 2019, the Netherlands held the second largest
foreign investment stock in Africa after France, although more than two thirds of
those investments were in Egypt, Nigeria, and South Africa. At the end of 2019,
investment funds managed EUR 899 billion in assets and investment firms managed
EUR 249 billion in assets. Approximately 90% of the managed assets of investment
firms come from professional clients and 10% from retail investors.

59. The insurance and pensions sectors: are weighted as less important in the
Netherlands context, due the low inherent ML /TF risk.In 2019, the insurance sector
was composed of a total of 136 insurers. This includes life insurers, which are
subject to AML/CFT regulation. The insurance sector is diverse. Based on premium
volumes, the health insurance sector is by far the largest in the Dutch insurance
market with premium volumes in excess of EUR 52 billion. Life and non-life
insurance (excluding health insurance) both represent approximately EUR 13
billion in premium volume. The Netherlands has one of the world’s most highly
developed pension fund industries, with total private assets managed being
amongst the highest in Western Europe. The value of the pension funds’ equity and
debt portfolios was EUR 1 560 billion at the end of 2019.

25 26 have withdrawn.
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60. BES Islands: The financial sector in the BES is very small, with financial services
sector comprising 10.4% of the economy in Bonaire, and less than 5% in both Saba
and St. Eustatius.?® In total, in 2020, there were 10 credit institutions offering
services in the BES Islands.

Overview of DNFBP Sector

61. Trust company and service providers (TCSPs): the TCSP sector is weighted as
important in the context of the Netherlands. The Dutch NRAs note that unlicensed
trust offices are associated with significant ML risks. The Dutch TCSP sector in 2020
was comprised of 162 licenced trust offices and an estimated 600 domicile
providers. The services provided by a trust office include acting as director of a legal
person or company and the provision of a postal address, combined with the
provision of certain specific administrative services (the latter is referred to as
‘domicile plus’). Trust offices are regulated by the Trust and Company Service
Providers Supervision Act 2018 (Wtt 2018) in as far as CDD and ethical business
operations are concerned and are regulated by the Money Laundering and Terrorist
Financing Prevention Act (Wwft) for AML/CFT obligations. A trust office may, for
the benefit of a customer, use a legal person or company that is part of the trust
office for managing the capital and business income of an internationally operating
company. The provision of a postal address not combined with certain specific
administrative services (referred to as ‘domicile sec’), is a service that is covered by
the Wwft and the providers are described as domicile providers. Domicile provision
without certain specific administrative services is a lower risk activity than those
provided by trust office or domicile plus.

62. Real estate agents: are weighted as moderately important in the Dutch context.
Transactions involving real estate (including through loan back arrangements, ABC
supply chain transactions, offshore companies and trusts) are identified as a
significant ML risk. However, real estate agents are not involved in all transactions.
There are approximately 9 000 real estate agents in the Netherlands and some real
estate is held by foreign trusts, which do not need to be registered as such in the
Netherlands.

63. Notaries: are weighted as moderately important in the context of the Netherlands.
Around 3 400 civil-law notaries (776 firms) have been appointed by the Ministry of
Justice and Security and they are required to be members of the Royal Dutch
Association of Civil-law Notaries (KNB). Dutch law requires a notarial deed for a
number of agreements and legal transactions, including real estate transactions and
the incorporation of all private legal entities, with the exception of church
communities. This makes notaries key gatekeepers, particularly in higher risk areas
such as real estate transactions in the continental Netherlands and BES Islands.
Notary trust accounts in the Netherlands are estimated to hold over EUR six billion
each day.”’

26 Centraal Bureau voor de Statistiek, “Trends in the Caribbean Netherlands”, 2019,

www.cbs.nl/en-gb/publication/2019/51 /trends-in-the-caribbean-netherlands.

21 Onvolledige dossiers en weinig controle op witwassen: kwart notariskantoren heeft
zaakjes niet op orde
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64. Lawyers: are weighted as moderately important in the context of the Netherlands.
There are approximately 18 000 lawyers in the Netherlands (5 600 firms), some of
which are involved in company formation and real estate transactions. According to
the Netherlands Bar (NOvA), in 2020 only 28% of the lawyers and only 22% of the
law firms were involved in AML/CFT services. All lawyers are required by law to be
a member of the Bar Association.

65. Dealers in precious metals and stones (DPMS): are weighted as moderately
important in the Netherlands context. DPMS is regulated for AML/CFT when cash
payment exceeds EUR 10 000. There are approximately 4 800 DPMS in the
Netherlands.28

66. Accountants: are weighted as moderately important in the Netherlands. Some 8
800 public accountants (as opposed to in-house accountants) are active in the
Netherlands. Of the total number of public accountants, 4 600 are registered
accountants. In addition, there are about 4 200 accounting consultants. An
accounting consultant is an internationally recognised accountant authorised to
perform audits.

67. Casinos: are weighted as being of lower importance in the context of the
Netherlands. There is only one licensed casino in the Netherlands (with multiple
branches), which offers croupier-serviced betting games over EUR 3 000. This
casino is state-owned and its managing and supervisory boards are appointed by
the Minister of Finance. The gross revenue of the company amounted to EUR 729
million in 2019. Amusement arcades, which sometimes advertise as “casinos”, may
only operate slot machines for small bets and are exempt from AML/CFT
supervision due to their perceived low risk. As of 1 October 2021, the Netherlands
began regulating online casinos (including supervision for AML/CFT), with 10
licenses provided by 18 November 2021.%°

68. BES Islands: The DNFBP sector is very small and poses a relatively small risk
compared to continental Netherlands. Most DNFBPs present in the BES Islands (80
in total) fall under the supervision of the BTWwft. The one trust office and the two
casinos present are considered low risk and are supervised by DNB. Risks relating
to real estate are high, particularly in Bonaire.

Preventive measures

69. The Netherlands is a member of the EU, and therefore bound by EU law. EU
AML/CFT Regulations directly apply in the Netherlands (excluding the BES Islands),
and EU AML/CFT Directives are transposed through Dutch domestic law. The main
elements of EU legislation, including AML Directives, have been implemented in the
Money Laundering and Terrorist Financing (Prevention) Act (Wwft). This law was
most recently amended by the Fifth Anti-Money Laundering Directive
(Amendment) (Implementation) Act, which entered into force on 21 May 2020.

28 A wider range of dealers or brokers in high-value goods are subject to supervision in the
Netherlands than prescribed by the FATF. For instance, dealers and brokers in vehicles
(e.g., cars), vessels (e.g., yachts), art and antiques, jewellery, furniture and kitchens are also
supervised.

29 The AML/CFT regulation of online casinos extends to activities that are not regulated for
physical casinos, such as sports betting and horse racing.
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70. In addition to the Wwft, there are several other laws in the Netherlands containing
AML/CFT elements, notably:

e Financial Supervision Act (Wft): deals with the supervision on banks,
insurance companies and other FIs;

e (Criminal Code (WvSr): establishes criminal offences under Dutch law,
including ML and TF;

e (Code of Criminal Procedure (WvSv): outlines criminal justice procedures
and powers of LEAs;

e Sanctions Act: provides the basis for international and national freezing
measures and other sanctions, and for supervision of compliance with
sanction regulations.

e Trust and Company Service Providers Supervision Act (Wtt 2018): includes
the primary preventive measures for trust offices; and

e Economic Offences Act: criminalises breaches of legislation prescribing
preventive measures in the field of AML/CFT.

Legal persons and arrangements

71. Most legal persons in the Netherlands, are established through a notarial deed for
an indefinite period of time. All types of legal persons and other legal entities are
required to register with the Dutch CoC. In September 2020, the CoC started
operating a public BO Register for legal entities. Foreign legal entities are registered
with the CoC if they have a branch or commercial undertaking in the Netherlands.
As of 18 November 2021, a total of about 1.93 million Dutch and 9 000 foreign and
European legal entities were registered with the CoC. Approximately 67% of all
private legal persons registered in the CoC are private limited liability companies.
In 2020, there were approximately 6,200 legal persons registered in the BES
Islands. Approximately 2335 of these were Private Limited Liability Companies, 200
were foreign entities and 1800 sole proprietorships.
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Table 1.2. Number of legal entities registered as of 15 November 2021

Description Number Basic characteristics Legal
personality
BVs may be set up by one or more natural or legal persons and are managed by one or Yes
. C more directors, which are elected by the shareholders. Any powers not conferred upon the
Private limited liability . X . . .
company (BV) 1121871 dlrgctors remain vested in the geneyal meetlng 0}‘ shareholders. BVs may issue .only
registered shares. BVs have an obligation to register the transfer of shares within the
company and to have such a transfer certified by way of notarial deed.
Foundations have no members and their purpose is to realise a (charitable) objective. Yes
Foundation 266 109 | While profits are not excluded, there are strict restrictions in place concerning the effective
allocation of these profits. A foundation is established by notarial deed.
General partnership This a partnership in which two or more partners cooperate in the exercise of their No
193 736 .
(VOF) business (e.g., contractors).
An association is a partnership between two or more members to achieve an objective, Yes
Association 131676 which can include profits. However, profits may be used only to further the common goal
and may not be distributed to its members. Associations have full legal personality and
are set up by notarial deed and required to register with the CoC.
- Members are owners of apartments within an apartment building, with the objective toact | Yes
Association of . - . : o X .
; 128 071 | in their common interest in regard to the building, such as maintenance. Membership is
proprietors
mandatory.
) This is a partnership in which two or more professionals join activities for a common No
Professional X . .
Partnershi 37763 | purpose (e.g., cooperating doctors, lawyers, etc.). Partners are in equal parts liable for
P debts arising out of legal acts engaged upon by each of them on behalf of the partnership.
This is a partnership where a company is operated in a manner visible to third parties. In No
Limited partershi this respect it is similar to the general partnership. However, there are one or more silent
P P 11628 | partners that provide capital and are only liable to the extent of their investment. In
(cv) o . :
exchange for their limited liability, the silent partners are not allowed to engage in legal
acts on behalf of the partnership.
Cooperatives are legal entities in which a number of persons combine their resources to Yes
. facilitate their individual but similar interests. Cooperatives may be established by two or
Cooperative 9417 . . e ;
more members through a notarial deed. A Cooperative has no minimum capital
requirement and cannot issue any shares or certificates.
Church Community 7369 Church communities are re||_g|ous Ie_gal persons governed by their own articles of Yes
association and do not require notarial deed.
Public limited liability companies (NV) are subject to the same establishment Yes
Public limited liability 4935 requirements, and closely follow the ownership and management structure, of the private
company (NV) limited liability company (BV). Dutch NVs require a minimum capital (EUR 45 000) and
NV-shares may be publicly traded
Public legal person 5767 | Public entities such as the State, provinces and municipalities. Yes
Mutual insurance 247 Mutual insurance companies are associations for insurance purposes. Yes
company
Shipping company 125 ' Used when a ship has multiple owners for the purpose of exploitation of the ship. No
European Economic 58 European form of partnership in which companies or partnerships from different European = No
Interest Grouping countries can cooperate. Partners are jointly and severally liable.
European Company 35 SEs are subject to the same registration requirements as NVs. Yes
(SE)
European cooperative 9 SCEs are subject to the same registration requirements as NVs. Yes
society (SCE)

Source: Chamber of Commerce

30 This does not include legal entities incorporated in the BES Islands.

Anti-money laundering and counter-terrorist financing measures in the Netherlands - ©2022 | FATF



30| CHAPTER 1. ML/TF RISKS AND CONTEXT

72. Dutch law does not provide for the establishment of legal arrangements, such as
express trusts. However, express trusts established under the laws of another
country are recognised. The Dutch authorities estimate that there are up to 15 000
legal arrangements, including foreign legal arrangements, in operation in the
Netherlands.

73. There is one Dutch legal arrangement, referred to as a “mutual fund”, which shares
similarities with a trust, in the sense that it is a freeform contractual arrangement
often used for some form of asset management, with the important distinction that
it has transferable participant certificates. The mutual fund has two variants: the
open fund and the closed fund. As of 2020, there are approximately 2 800 open
mutual funds in the Netherlands. The open fund is primarily used as an investment
fund, as it allows a number of participants to deposit capital to be invested for their
mutual benefit. These investment funds require a license to operate. Since open and
closed mutual funds do not have legal personality, have no rights or obligations
other than certain tax advantages (open funds are held to pay corporate tax), no
procedural requirements apply to their creation.

Supervisory arrangements

74. There are six independent AML/CFT supervisors for different groups of obliged
entities. The supervisors for FIs are DNB and AFM. Concerning the BES Islands, DNB
supervises FIs, TCSPs and casinos, and the AFM supervises life insurance
intermediaries. VASPs are not regulated in the BES islands. The below table
summarises their respective responsibilities for AML/CFT supervision, as well as
the number of entities under their responsibility.

75. DNB employs in 2021 60 staff dedicated to AML/CFT supervision, and the AFM
employs 13 staff members dedicated to AML/CFT supervision. These figures
include AML/CFT supervision for the BES Islands.

Table 1.3. Supervisory authorities for FIs in the Netherlands in 2020

FI Sector Supervisor Number of Fls
Banks, including non-EU branches DNB 84
Payment Institutions (including MVTS, foreign exchange offices and DNB 60
electronic money institutions)
Insurers (including life insurance companies) DNB 91
VASPs DNB 15
Investment firms (licensed) AFM 308
Managers of investment institutions, including UCITS (licensed) AFM 109 (of which 14 managers of

UCITS)

Managers of investment institutions (registered, unlicensed) AFM 478
Intermediaries of life insurance AFM 4473
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76. The supervisors for the DNFBP sectors, other than DNB, are the Financial
Supervision Office (BFT), Tax and Customs Administration AML/CFT Supervision
Office (BTWwft), Netherlands Gambling Authority (Ksa) and the Deans of the
Netherlands Bar (NOvA). The below table summarises their respective
responsibilities for AML/CFT supervision, as well as the number of entities under
their responsibility.

77. The BFT is the independent AML/CFT supervisor of (junior) civil-law notaries,
public (chartered) accountants, business administration consultants, tax advisors
and other independent financial economic or legal advisers. The BFT employs 15
staff members dedicated to AML/CFT supervision. The BFT has supervisory
arrangements with professional bodies or organisations, including the Dutch
Register of Tax Advisers (RB) and the Association of Registered Accountants (SRA),
which peer review or audit their own members.

78. The BTWwft is responsible for the AML/CFT monitoring of traders or brokers in
high-value goods, including DPMS and dealers or traders yachts, cars, art and
antiques, as well as real estate brokers, real estate valuers, pawnbrokers, and
natural or legal persons that provide street or postal addresses in a professional or
commercial capacity (domicile providers). In add